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PREFACE
Smart Homes and Internet of Things (IoT) are no more a dream. Producers of smart
devices report that currently the consumers own nearly 2 000 million of such devices
and this number is expected to rise 5 times in next 5 years. Obviously, it is the
highest time to support developers of IoT devices by standardization so that
development of individualized and customized solutions will become as simple as
possible. Everyone agrees that adaptability is one of the key essences in the
assistive technologies in smart environment. The first step towards this goal is the
recent initiative "IoT Device Connection Efficiency Guidelines" designed to help
operators in accelerating the delivery of new connected devices and services in the
M2M

market.

This

document

can

be

downloaded

from

http://www.gsma.com/connectedliving/gsma-iot-device-connection-efficiency-guidelines/.

One of the biggest international events in this field is International
Conference on Smart homes and health Telematics (ICOST) with a tradition going
back to the year 2003 the 1st ICOST conference was held in France. The next ICOST
meeting –The13th International Conference on Smart Homes, Assistive Technology
and Health Telematics: Advances in Cognitive Technologies – will take place in June
2015 Geneva, Switzerland (http://www.icostconference.org/). The theme for 2015 will
focus on Inclusive smart cities and e-health – cities that will use technologies to
enable the societal inclusion and empowerment of individuals with special needs.
Special attention will be dedicated to advancing technologies for improving quality of
life of dependent people and people with chronic diseases. This topic is studied at
CTU in Prague from different aspects for a long time already. Very inspiring is the
tradition established jointly by the Faculty of Architecture and the Prague organization
of wheel chair users that started in 2003. They organize a Workshop and called "Let
us overcome the barriers" with intention to show that the design of buildings naturally
friendly to all groups of its potential users is not in architecture and design
"unnecessary and unwelcome problem", but on the contrary - a natural and
interesting challenge. The event aims to facilitate students to understand the basic
specifics of the movement of people with various types of mobility or visual limitations
through personal experience. This will be certainly an inspiring experience even for

IoT developers. All attendees of the Smart Home conference will be warmly welcome
at this event – join us on November 19th in the lobby of the faculty of Architecture, for
more details see http://www.presbariery.cz/prekonejme-bariery/12-rocnik-2014.html
Smart Homes 2014, the student conference on innovations in assistive
technologies and health care, offers an opportunity for project presentations,
discussion

about

the

results

and

possible

applications

not

only

among

students/researchers, but also among designers, producers and end-users. We hope
that the third Smart Homes conference organized at the Faculty of Electrical
Engineering Czech Technical University in Prague will meet these expectations.

Olga Štepánková
Lenka Lhotská
Jan Havlík
November, 2014

TABLE OF CONTENTS
CONFERENCE COMMITTEES ................................................................................. 3
PREFACE .................................................................................................................. 4
TABLE OF CONTENTS ............................................................................................. 6

CONFERENCE PAPERS
J. ZUMR, P. NOVÁK, A. ZUMROVÁ, P. BERKA
Special Smart Room for Patients with specific disabilities .................................. 7
R. ROMANN, R. SALOMON
SEC-HOME: A Security-enhanced Framework for Smart Home
Environments ................................................................................................... 11
H. ŠUSTKOVÁ
Home lighting approaching sunlight daily variations for greater home
comfort and work performance ........................................................................ 16
J. POTŮČEK, T. KORČ, P. KORANDA, M. ANDĚL
Practical Experiences Of Real Users With Telemedicine Solution
InspectLife ....................................................................................................... 20
M. OTÁHAL, O. ŠTĚPÁNKOVÁ
Anomaly Detection with Cortical Learning Algorithm for Smart Homes ............ 24
M. ULLER, M. LENART
WOW – A 'Friendly GUI' Framework for Elderly Users ..................................... 28
AUTHOR INDEX ...................................................................................................... 32

SPECIAL SMART ROOM
FOR PATIENTS WITH SPECIFIC DISABILITIES
Jiri Zumr1 and Petr Novák2 and Alena Zumrová3 and Petr Berka1
1

Faculty of Informatics and Statistics, University of Economics, Prague, Czech Republic
2

3

Department of Cybernetics, Czech Technical University in Prague, Czech Republic

Department of Paediatric Neurology, Charles University in Prague – 2nd Faculty of Medicine,
Prague, Czech Republic

Abstract
The proposed project solves possibility of using virtual sensor while monitoring psychomotor retarded patients without
a permanent supervision of caregivers. The patient is secured by alarm at various health hazards such as epileptic
seizures or apnea. The result of the work should be commercially viable algorithm for smart monitoring system of
handicapped child or adult, especially with the diagnosis of Rett, Angelman and Fragile-X syndrome.

Keywords
smart home, assistive house, disabilities, virtual sensor

cause of genetically associated mental deficiencies, after
trisomy 21. Affected boys may have behavioral
problems such as hyperactivity, hand flapping, hand
biting, temper tantrums and autism. Other behaviors in
boys after they have reached puberty include poor eye
contact, perseverative speech, and problems in impulse
control. Physical problems that have been seen include
eye, orthopedic and heart problems.
As a result of their disability, these children may also
have complex limitations in their activities of daily
living impacting on the daily routines of feeding,
dressing, grooming, toileting, bathing, and mobility.
All these diseases implicate problems in brain
function that are responsible for cognitive, sensory,
emotional, motor and autonomic function. These can
include learning, speech, sensory sensations, mood,
movement, breathing, cardiac function, and even
chewing, swallowing, and digestion.
Such a child, later on an adult, requires a permanent
full-day care and assistance in all acts of everyday life.
Providing a high level of long-term care for a child with
severe functional limitations and neurodisability can be
burdensome and may result in high levels of stress.
Although everyone experiences some degree of stress in
their lives, a number of studies have found that physical
and mental health are significantly worse among
mothers caring for a disabled child compared with
mothers of nondisabled children.

Introduction
Assistive houses or households are a specific subset of
the smart homes, because they compensate for some of
the affected parts of patient´s body. There are many
different individual sensors on the market that covers a
large number of monitoring requirements – from
temperature through moisture sensing position,
movement, pulse rate, breathing, etc. There are also
more complex needs of monitoring, where sensors either
don´t exist or it’s impossible to install them for lack of
space. Therefore, adding another element to sensor
networks – virtual sensor – is necessary.
The project originated as a response to the most
common problem of parents with mental and motor
handicapped children whose conditions are often
complicated among other by epileptic seizures or
autistic symptoms (e.g. civic associations RettCommunity, Angelman.cz). Angelman and Rett
syndrome are a neuro-genetic disorder characterized by
severe intellectual and developmental disability, sleep
disturbance, seizures, and non-typical hands
movements. The signs of these disorders are most easily
confused with those of cerebral palsy and autism and
non-specific developmental delay. Fragile X syndrome,
also termed Martin-Bell syndrome, is the most common
cause of inherited mental retardation, intellectual
disability, and autism and is the second most common
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"Development of Virtual Sensor Networks to Support
Accident Monitoring Systems" [3] from a group of
authors led by Rizwan Ahmed is useful in terms of the
process of developing a network of virtual sensors
intended for the prevention and monitoring of potential
accidents, although in this case focused on the nuclear
power plant accident, which illustrates the above high
specificity of the project for a relatively small group of
users.
In terms of this project is a very important extensive
theoretical work summary “A Survey of Body Sensor
Networks” [4] Chinese author (Xiaochen Lai et al.,
2013). It not only addresses the most widely used body
sensors in detail but as well as their connection when it
is necessary to take in an account and to fulfill a number
of requirements such as a low energy consumption , low
wear and tear , fault diagnosis , etc.. In detail is discussed
the issue of energy control, error checking, and the
greatest possible reduction of sensory virtual nodes (Fig.
1). A separate chapter is devoted to the processing of
data acquired and in connection with this survey used
body sensor networks (Body Sensor Networks; BSNs).
They point to the current problems with the sensors,
which should be as small as possible and with minimal
energy consumption. Some were previously used as well
as adverse effects on body tissue and can cause burns.
Draws attention to the ethical and legal problems arising
from the application and emphasize the need for a
multidisciplinary approach to the problem.

With the use of specialized equipment such as
forklifts, hoists, wheelchair spa etc., parents usually
cope with this care, but the problem remains - need for
continuous physical presence of caring person within
sight of the patient who is unable to verbally signal a
change in his health.

Research aims
The proposed project solves possibility of using
virtual sensor while monitoring psychomotor retarded
patients without a permanent supervision of caregivers.
The patient is secured by alarm at various health
hazards.
We propose a relatively simple solution in the form of
pressure sensors in the floor, or better, to eliminate the
structural modifications in the carpet, which, together
with the frequency of the pulse signals are processed by
the virtual sensor and in the case of threat assessments
of the patient alarm has been triggered whether only
sound of the room itself, or in the form of for example
bracelet vibration on mother's hands.
Even in this simple form the product of the project
would provide a significantly higher patient safety. The
advantage is that this would be a product which could be
further expanded according to the specific needs of a
child, for example, a sensor monitoring the oxygen
partial pressure or glucose in blood, or in the future also
electroencephalographic sensors etc. Of course it would
be possible to enrich well as the monitoring of the child
by PTZ camera, or applying existing motion sensors. It
should be borne in mind that the tracking system will be
more complicated, the more problematic the tolerance
range of sensor types of a child or mentally retarded
patient. In order to address the complex issue of smart
home or better assistive technologies the designed
project aims are:
•
Protection of children/adults and mentally and
motor disabled patients before:
Predictable problems
Repeated problems
•
Forecasting coming challenges.
•
Simplify the work of physicians and caregivers.

Methods
Sensor is in the broadest sense, a source of
information for a control system in the narrow sense of
technical device that measures a physical or technical
quantity and converts it into a signal which can be
remotely transmitted and processed in the measurement
and control systems. Sensors can be divided by the
measured quantity; the media was used to transmit the
signal, the physical principle of function, type of contact
with the environment or by the degree of integration. [5]
Other parameters serve to describe the sensor sensitivity
threshold of sensitivity, dynamic range, reproducibility
and sensor error (according to Wikipedia).
The virtual sensor is therefore physically non-existent,
a mathematically calculated entity that consolidates the
majority of information from several physical sensors,
or use other methods [6] [7]. A typical virtual sensor is
a sensor of geographic location. It is a virtual sensor that
does not need a physical sensor (GPS) to determine the
geographic location of the object, but uses Wi-Fi and
GSM network. Another example, already more
approaching the presented project are virtual sensors
guarding the occurrence of certain events in the Lotus
Domino server. [8] In the event of discovery of such
events would react to it - for example, send informative
email system administrator. Watched events may be

Related work
Work of Sana Kabaday et al. "Virtual Sensors:
abstracting Data from Physical Sensors" [1] from 2006
is valuable work in terms of abstracting data from
physical sensors. They also described the ways in which
it is possible, unlike conventional mathematical
functions, use virtual sensors for data analysis.
A useful description of the architecture for the
realization of a virtual sensor networks with a focus on
scalability, flexibility, adaptability and energy intensity,
by contrast, the work "A framework for service
provisioning in virtual sensor networks" [2] Spanish and
Greek authors (Lambros Sarakise et al.) Act 2012.
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running out of space on your hard drive, but even a failed
attempt to access sensitive databases.
Virtual sensors should help where it is not possible to
guarantee the monitoring of a specific type of physical
sensor, or where it is not possible for any reason to
install the sensor.
The neural network is one of the computational
models used in artificial intelligence. It is composed of
interconnected neurons exchanging signals and
transforming them using certain transmission functions.
Neuron has any number of inputs, but only one output.
In animals, the signal output of a neuron can either cause
excitation or inhibition in the neuron it is connected to.
When a neuron sends an excitatory signal to another
neuron, then this signal will be added to all of the other
inputs of that neuron. If it exceeds a given threshold then
it will cause the target neuron to fire an action potential,
if it is below the threshold then no action potential
occurs.
Unlike the animal neural network where each neuron
contains many inputs (dendrites) and one output (axon),
virtual sensors can receive information from a number
of inputs and transmit the same result through several
outputs to other centers for subsequent processing.
Weights and thresholds are assigned to each physical
sensor that sends information to a virtual sensor like in
neural networks. Individual inputs can be suppressed or
enhanced based on their weights, so weight indicates the
credibility of sensor data.

Working hypothesis:
• If the patient moves in disordered manner, and his
pulse is stable within a certain range, there is no
immediate threat
• If the patient stops his pulse is stable within a
certain range, there is no immediate threat
• If the patient moves or stops, and his pulse
increases/ decreases over/under set parameters, an
alarm is triggered (which may be a sign of
aspiration, injury or a type of epileptic seizure
without spasm called absence)
• If the patient stops and sensors capture the
rhythmic movements, the pulse is normal, there is
no immediate danger (rhythmic movements are
likely a manifestation of stereotyped movements
which patients confiscate or calm)
• If the patient stops and sensors capture the
rhythmic
movements
and
his
pulse
increases/decreases over/under set parameters, an
alarm is triggered (the risk that captured the
rhythmic movements are epileptic seizure activity)
Technical documents:
•
•
•

a movement is monitored using the available
sensors built within the touch pad (number, type is
specified)
stabilized indicator of the health status of the
monitoring cardiac events (available sensor type to
be specified)
an analysis of monitored parameters and alarm
ensures programmed virtual sensor

Contribution to practice
The process of creating virtual sensor is a relatively
new method in the field of assistive technology in the
world and in domestic research. The application of this
approach to solving the problem of monitoring mentally
and motor retarded patients based on specific demand of
civil society groups of patients with certain genetic
diseases will extend the applicability of the method in
practice and in the future will be developed according to
the specific needs of the other patients or their groups.
The project will increase knowledge about virtual
sensors in the new area of assistive technology.
The work is designed to have a specific practical
output feasible in practice, namely the establishment of
a monitoring device that would be both spatially and
financially accessible to handicapped families. It is
expected that the practical benefits of exercise to
patients and their families as well as medical and social
facilities and last but not least, families with healthy
children, because the project can be applied even in the
architectonics of smart home solutions and can be
inspiring for other developers in field of artificial

Fig. 1: Flow of information between real devices and
virtual
sensors
or
actuators.
URL:
http://logicalneighbor.sourceforge.net/vs.html

The basic postulates:
• Mentally and/or physically retarded patient who is
unable to draw attention to the worsening of his
condition (aspiration, seizure, trauma, etc.), but also a
healthy toddler
• When the person moves freely around the room and
nursing person is in the same apartment or house, but
without visual contact
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intelligence. Given the broad interest in electronic
"nanny" to monitor infants, which are commercially
produced in various forms, one can expect similar
commercial success even in this area.
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SEC-HOME: A SECURITY-ENHANCED FRAMEWORK FOR SMART
HOME ENVIRONMENTS
Ralf Salomon, René Romann
University of Rostock, Institute of Applied Microelectronics and Computer Engineering, Germany
Abstract
Research on smart environments, such as smart homes and smart offices, have recently received increasing attention. In
addition to the design and functionality of those devices, current research also focuses on usability and security (privacy).
This paper describes a framework for smart homes, called Sec-Home, that supports flexibility, different communication
media, as well as simple means to ensure enhanced privacy. The first prototypical implementations indicate that for the
chosen application types, the usage of asymmetric cryptography, e.g., public/private key pairs and digital signatures, is
very suitable, since their computational demands are negligible; this is a bit contradictory to common sense in that
symmetric encryption should be used because of the huge differences in the required computational footprints.

Keywords
smart home, security, remote control, home automation

On the one hand, using wireless control elements is
very convenient, state-of-the-art, and well-accepted by
many users. On the other hand, however
internetworking communication infrastructures are
often subject to threats, such as the unauthorized usage
of any of the devices. It would be quite bothersome, for
example, if an unauthorized person would be
erroneously able to open the front door or the garage.
Some of these potential security threats are discussed in
Sec. II.
For security issues, the pertinent literature [4] [5] [6]
[7] [8] provides a large variety of different approaches.
The usage of the transport layer security (TLS), for
example, is one of the many options, which is currently
explored by others [7] [8]. That research prefers an
initial out-of-band authentication procedure in which
both, the actuator and the control elements are paired
with each other.
The usage of TLS, however, requires the installation
of a proper communication stack, which is very much
geared towards WiFi and the Internet. Internet-based
communication is rather resource demanding, and thus
more or less excludes low-cost and primitive media,
such as infrared, ultrasonics, and Bluetooth; it should be
noted though that the literature discusses some
approaches allowing the inclusion of those media [7].
Therefore, Sec. III proposes a certificate-based,
security-enhanced framework, called Sec-Home, which
is characterized by a very low footprint and is thus suited

Introduction
The Term “smart appliance” refers to rather small but
still intelligent devices that are equipped with at least
some sensors, actuators, some processing capabilities,
and a network interface of some sort. A collection of
smart appliances constitute an “ensemble” if they
cooperate together in order to help users to accomplish
their goals [1].
In addition to the development of such devices,
particular emphasis is devoted to the development of
various self-organizing mechanisms such that the
ensemble supports the users in an unobtrusive way that
does not require any user-based configuration efforts [2]
[3].
The concept of smart appliances ensembles provides
a rather generic idea in which smart homes constitute a
more specific instance for further research and
development activities. Normally, a smart home utilizes
several intelligent actuators, such as light sources,
garage doors, heaters, and window blinds, as well as
several, potentially mobile controllers, such as switches,
regulators, and smart phones. All these devices employ
some wireless communication capabilities, such as
WiFi, Bluetooth, infrared, cameras, and ultrasonics,
with which they communicate with each other as well as
with their users. Furthermore, the ensemble's major
intent is to provide a usability as flexible, unobtrusive,
and reliable as possible.
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µC

operated by the server, which runs the infrastructure,
e.g., routing and accounting. For example, the server
might implement an n-to-m relationship in which every
of the n switches is linked or not linked to any of the m
light sources. By means of this “configuration” server, a
button might be able to switch on or switch off several
light sources, since the server routes the incoming data
packets to all the appliances that are indeed linked to that
particular button. This server-based configuration
approach is well known in the area of building
automation [4] [9]. It should also be mentioned that this
server might be working as a bridge that mediates
between different network protocols, such as TCP/IP
and Bluetooth or Infrared. An example of such network
tool can be found in the literature [10].
For most readers, a generalization of this briefly
discussed scenario is straight forward and only limited
by the reader’s imagination.

µC

Fig. 1: Basic Setup, wireless and alternative wired
connection (dashed line)
for smart homes and similar environments. Since the
proposed Sec-Home framework utilizes some secrets,
Sec. IV briefly describes the relevant administrative
steps needed for system setup.
Finally, some of the major parts of the proposed SecHome framework have been realized in a laboratory at
the University of Rostock. This setup is mainly for
development and evaluation purposes. It consists of four
lamps and a window blind and is described in Sec. V.
The practical experiments reveal that on low-cost
embedded systems, the execution of the RSA-algorithm
takes about 10 milliseconds, which is more than
acceptable for the targeted application. Section VI
concludes this paper with a brief discussion.

Security Issues
At first glance, even the very much simplified
approach discussed above would be very convenient for
most end users. Furthermore, the (smart) devices could
be easily installed, since most of the required
communication components already exist as part of the
network infrastructure present in many households.
However, such an open environment would be a
grateful target for severe security attacks of various
sorts. An evil intruder might monitor, for example, the
network traffic, and might thus obtain information about
essential aspects, such as IP and MAC addresses, the
structure of the data packets, the design of the employed
communication protocol, and so forth. This is
particularly true for communication media, such as
Bluetooth, ZigBee, and the like, since they do not offer
security mechanisms, such as firewalls and TLS
connections. Once an intruder has obtained those details,
he or she can operate all the devices, which potentially
also may include the garage, heaters, the front and back
doors, etc.

Problem Description: Threats and
Security
The General Setup
As an example, Fig. 1 shows two devices, a light
source and a control button. Both devices employ some
sort of processing unit as well as some communication
interface by which they can communicate with each
other. This communication can be established in a
wireless or wire-based form. In both cases, it might well
be that an additional server takes care of routing,
accounting, and other administrative tasks.
For achieving the actual functionality, all the devices
are equipped with an appropriate high-level
communication protocol. The protocol might be
application-specific, or, as will be probably done in the
future, general purpose, such as device profiles for web
services (DPWS) [5] [7]. By sending specific
commands, the button might be able to switch on or
switch off the associated light source.
The setup discussed above is for educational purposes
only. A more general setup, might also contain window
blinds, doors, and other general-purpose appliances.
Some very low-cost (“unintelligent”) devices might
not be technically or economically able to employ their
own computational capabilities. These devices might be

Related Research
Other research, especially [8], shows that there are
multiple ways to secure the communication between two
devices. This includes encryption at transport layer
level, such as TLS or DTLS [11], but also encryption on
message level, such as XML encryption.
Another approach uses a central authentication server
together with asymmetric authentication mechanisms
based on Kerberos and its extension SESAME [13]. It
should be noted that the central authentication server in
this approach needs to be online all the time whereas it
does not need to be online within the proposed
framework in Sec. III.
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In addition to the rules presented above, the
environment should first of all specify an algorithm that
calculates the digital signature. For this purpose, the
asymmetric encryption algorithm called RSA [14]
together with the hashing algorithm SHA1 [15] are
common choices. RSA requires two secrets, called
public and private key. For the generation of the digital
signature, the “signer” uses the private key. With the
public key distributed to all participants, everyone can
validate that the digital signature is indeed from the
signer.
In the framework described above, the replay of
previously recorded messages constitutes a serious
security hole. This threat can be avoided by at least the
following two options:
1. The communication partners maintain a senderspecific counter. Prior to sending a message, the
sender (i.e., control) increments this value and
includes the new value in every message. Then, the
receiver (actuator) accepts only those messages that
have a counter value larger than the previously
stored one; replayed messages do not meet this
condition, and can thus be easily detected.
2. The detection of replayed messages can also be done
by the employment of a secure authentication
protocol family known as challenge-response [16].
In short, this scheme basically works as follows:
After the initiation of a control-to-actuator
communication, the actuator responds with a
challenge, usually a random number, which the
control sends back to the actuator in a suitable form.

Enhanced Security: A First Proposal
The purpose of this section is to propose a securityenhanced framework, called Sec-Home, that is based on
standard components and that is particularly suited for
smart homes and similar environments. Two key issues
of such environments are that the architecture is rather
open and that most of their components require only
very limited computational resources. The proposed
framework can be described by the following rules:
1. A smart home employs at least one communication
infrastructure, such as WiFi or a wired, IP-based
network. In addition, other communication media,
such as Bluetooth, ZigBee and Infrared might be
employed.
2. All effectors, i.e., light sources, window blinds, and
doors, as well as controls, i.e., buttons, dimmers, and
smart phones, feature at least one suitable network
interface. The capabilities are chosen such that the
required devices can be communicating either
directly or by means of an additional router, which
might also be able to connect different
communication media.
3. For every smart environment, the owner (or
alternatively an administrator) selects a privatepublic key-pair that can be used in an asymmetric
encryption scheme, such as RSA [14]. The private
key is securely stored on a key server that should not
go online for security reasons, whereas the public
key is distributed among all devices that are part of
the smart environment under consideration.
4. For every control, the key server selects a controlspecific public/private key-pair that is being used
with the very same asymmetric encryption scheme
as mentioned in Rule 3.
5. For every control, the key server selects a devicespecific certificate that includes at least the control’s
communication address (or name) and its public key,
together with optional additional information.
6. The environment specifies a protocol with which the
controls and actuators communicate with each other.
Such a protocol contains at least the data that is to be
transmitted to the actor. The protocol might
furthermore specify some additional hand-shake
messages.
7. Every control, called sender for simplicity, digitally
signs every message by using its private key. It
furthermore attaches its own certificate, which,
among other things, contains its public key.
8. According to the previous rule, an actuator, called
receiver for simplicity, receives messages that
contain at least the actual data as well as the sender’s
certificate. Since the key server’s public key is
known to all participants, a receiver can authenticate
the message’s certificate and then in turn can
authenticate the received data. If both steps are
sound, the actuator might interpret the data and
might be performing appropriate actions.

Administration: System Setup and
Key Distribubtion
The framework as discussed above requires a few
setup steps. It at least requires a “certificate server” for
the generation of the systems private-public key pair as
well as all the certificates. From a technical perspective,
the generation of a key pair is quite easy and can thus be
done by any PC. The important point, though, is that due
to security reasons, it should not be online nor should it
be remotely accessible. In addition, the framework
requires the following installation steps:
1. Every new actuator has to be equipped with the
public key of the certificate server (systems public
key), in order to validate all of the relevant
certificates.
2. Every control is shipped with an internal privatepublic key pair. The public key can be accessed and
transferred to the certificate server. The private key
is not externally accessible.
3. For every new control, the key server has to generate
a certificate based on the public key of the control
that signs at least the following data: control’s public
key, its id (e.g., a name tag), as well as application
specific auxiliary data.
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Performance Tests
For the first prototypical implementation, all devices
have been equipped with a publically available software
suite [17] that offers RSA and SHA1 with a key length
of 4096 bits. These algorithms require about 5
megabytes of program memory, which is neglible
compared to the memory size of 256 megabytes and
more.
This first test uses a very simple text based protocol
(e.g. “Lamp 1 on” for switching a lamp on). It should be
noted that due to rule 6 from Sec. III the upper protocol
is not part of the Sec-Home framework.
On the controller, the Raspberry Pi, the calculation of
the SHA1 hash value and the decoding of the
asymmetrically stored RSA signature data takes about
10 ms. Since every incoming message requires the
validation of two signatures, the entire message
validation consumes 20 ms.
The packet generation of the laptop and Windows
Phone takes about 80 ms. The sum of the encryption and
decryption times is less than 200 ms and has not been
criticized by any of the test persons, since this delay was
not noticed.
The practical tests have revealed one inconvenience
that is caused by the operating system’s shared library
mechanism: the very first usage of the graphical user
interface requires about 400 ms, since the operating
system has to load the corresponding encryption library;
after that first loading, the library resides in memory. In
order to avoid this “problem,” the user interface
performs one pseudo operation of the SHA1 algorithm,
in order to force the operating system to load the library.

+

Fig. 2: Warnemünde SmartOffice
The installation procedure described above requires
some additional (out-of-band) interfaces to transfer the
public keys and certificates. Examples are an UART
interface, a memory stick slot, a memory card slot, or
the like.
Furthermore, a specific framework has to provide
appropriate means for performing the required
cryptographic algorithms. This can be realized, for
example, by a processor and a suite of installed
algorithms, such as OpenSSL which includes RSA and
SHA-1 [17].
After installation of all needed certificates and
distribution of the systems public key, the key server
may be turned off and the systems private key should be
stored in a safe place such as an USB stick.

Warnemünde’s
SmartOffice:
Concrete Case Study

A

Discussion
This paper has proposed a framework, called SecHome, which is intended to provide simple methods to
enhance the security of a smart home. This framework
is based on certificates and digital signatures. It merely
requires the distribution of a global public key as well as
a specific certificate on a per device basis. The chosen
approach is not geared towards the usage of TCP/IP, and
thus allows for an easy integration of other wireless
communication media, such as Bluetooth, infrared, and
ultrasonic.
A light-weight instance of the proposed framework
has already been implemented and installed in a
laboratory office. The first sample implementation
consists of a Windows Phone, a PC, a few Raspberry
Pi’s, and a small number of light sources. The practical
experiments have shown that both the generation and the
validation of the signatures require less than 200 ms,
which does not impose any inconveniences in this
application type.
Among other things, future research will be dedicated
to the integration of other types of light sources. This

Chosen scenario
For evaluation and development purposes, recent
activities have developed a first test environment. This
test environment has been integrated into a regular PhD
students’ office. Fig. 2 shows that it contains three light
sources that are placed close to the desks. Each of the
light sources employs a controller, a Raspberry Pi [18]
microcontroller board, which features a WiFi
communication interface. To overcome security risks
due to message replay, the controller performs the
response of the challenge-response procedure as well as
the validation of the incoming messages.
Furthermore, the test environment employs a small
number of laptops and Windows Phone based smart
phones. All these devices run a graphical user interface
with which the user can switch on, switch off and dim
the light sources. Prior to transmitting the appropriate
data packets, the graphical user interface initiates the
challenge-response procedure and digitally signs all the
data packets.
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will be including high-voltage as well as dimmable
torchieres. Furthermore, future research will be
integrating Bluetooth devices as well as sensor nodes
that are based on the Chipcon CC1010 chip. Also the
integration of some window blinds will be completed in
the near future.
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HOME LIGHTING APPROACHING SUNLIGHT
DAILY VARIATIONS FOR GREATER HOME
COMFORT AND WORK PERFORMANCE
Hana Šustková1
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Abstract
A home lighting system was developed for greater comfort and higher work performance of home users. This system
uses a LED array of 9 different wavelengths as a light source, driven by a microcontroller. The system is equipped with
a stepper motor, enabling the angle adjusting of the LED array in the room. The whole lighting system simulates the
sunlight and its local daily variation in its spectrum, intensity and direction. This system is based on recent studies,
connecting the mood, health and daily cycle of a human being and the sunlight. This home lighting thus approaches the
natural life conditions and its aim is to fulfill the natural demands of a human.

Keywords
sunlight, home lighting, home comfort improvement

Introduction

and light deficit was detected and, in addition, lack of
light can decrease the work performance of human [5].
Therefore, a sufficient lighting of work environments
is important in order to keep the workers healthy and
efficient. Recent projects touching this problem show
the living interest of this issue ([7] - [8]).
The important point is, according to the studies cited,
the dynamic, spectral content and intensity of the light.
Some people work from their homes and spend a
significant part of the day there. Relaxing and
comfortable home environment for workers returning
from their work can keep them healthier as well.
Therefore, in this paper, home lighting technology,
approaching a sunny day cycle, nearing its wave
spectrum and dynamics, was developed in order to
improve the comfort and to manage the work
performance of the home users.

As it was shown in latest studies ([1] - [4]), the light
cycle (day/night), called light circadian cycle,
influences the hormonal and transmitter activity in the
body, especially in the brain, and thus it influences the
work performance and mood of animals and humans.
The adaptation of biological systems to light cycle is
determinated by the evolution. The light cycle
moderates the organism activity during the day and
year and adjusts it on climate or living conditions and
helps the organism to survive.
But the natural live was shifted during the last
centuries. With technical revolution, the living
conditions of humans have changed and the natural
light cycle doesn't correspond to the survive tactics
anymore. People do work in air-conditioned rooms, the
nourishment is available all the day. On the other hand,
people have to work all the year, weather-, season- or
daytime-independently. Thus, the modern lifestyle does
bring new factors: stress, psychical strain and diseases.
In the moderate climate of central Europe, only about
1/3 of the year is sunny. For example, in Prague, the
sun shines for averaged 1573 hours yearly [6]. That
means, if the sun would shine 12 hours a day, there is
about 138 sunny days in Prague a year. The rest, 227
days, is cloudy. But the work performance on cloudy
days is clearly lower: a connection between depression

Physical characteristics of
a sunlight during a day
Solar spectrum
The sunlight approaching the Earth comes through its
atmosphere and there, according to its content and
impact angle, is partly absorbed, partly reflected and
scattered (mainly through Rayleigh and Mie
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scattering). The solar terrestrial spectrum, according to
two standards from ASTM G173-03 Reference Spectra
(AM1.5 Global spectrum with integrated power of
1000 W/m2; AM1.5 Direct+circumsolar spectrum,
including direct beam from the sun and the circumsolar
component in a disk 2.5 degrees around the sun, with
integrated power density of 900 W/m2; [9]) is
displayed on Figure 1.

theoretical data are available ([10] – [12]), see
Figure 2.
Sunlight dynamics
The daily variance of illuminance is the next aspect
which characterize the sunlight. In opposite to typical
electrical light source (light bulb – ca. 10 ms flicker
period, max. illuminance ca. 500 lux in the distance of
1 m), the illuminance of the sun changes within hours
continuously and the max. illuminance at a bright day
reaches 125 000 lux [12], as figured out on Figure 3.

Fig. 1 Sunlight terrestrial spectra according to ASTM
G173-03 Reference Spectra (cited from [10]).
This spectrum depicts the wave spectrum for
perpendicular impact of radiation. But the frequency
content is not constant during the day because of the
position of the sun. The angle of incident rays
determinates the amount of atmosphere that the
radiation travels through and so the ratio of absorption,
radiation and scattering in dependence on wave
frequencies. The atmosphere varies then because of
variating levels of dust particles and water vapour
present in it. For this phenomenon, experimental and

Fig. 3 Solar irradiance and illuminance during a day
cycle, a bright day example (cited from [12])
Sunlight direction
The sunlight is characterized by its direction as well.
The sun is from the point of view of a human a point
source of light. But the atmosphere scatters the light
and there is process of light radiation as well. During
cloudy days especially, there is no leading radiation
direction. And finally, the light source – the sun – is
very far from the Earth so that the direct rays reaching
its surface are close to be collinear to each other. This
is very important difference between point light
sources like light bulb and the sunlight.

Home
lighting
solution
approaching the sunlight
In order to design a home lighting system which can
approximate the sunlight in its wave spectrum,
dynamics or even direction, a point source system was
developed.
Light source
Recently, light sources available in the full optical
spectra (LEDs, fluorescent lamps, etc.) make it
possible to approach the sunlight spectrum. To simulate
the solar spectrum in this project, a LED array was
chosen because LEDs fulfill important prerequisites:

Fig. 2 Solar spectral irradiance for different air mass
values (approx. for U.S. Standard atmosphere, 20
millimeters of perceptible water vapor, 3.4 millimeters
of ozone, no dust particles; cited from [12])
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obtainable for very wide spectrum of
wavelengths (can be found in [13])
high efficiency
mutable without efficiency losses
quick response (switch on/off)
switching ruggedness
application with microcontroller
wide spectrum of sizes and construction
(wired, SMD, different optics,..)

40 lm/W [13] a total power of 25 W. Therefore, in
order to cool the light source passively, a LED array
dimension was set to be 30 x 30 cm, arranged of 5
nests (pixels). In front of the LED array, a thin frozen
glass plate is mounted. This plate mix the discrete LED
pixels and tune the light direction.

Fig. 5 Home lighting system scheme
On the bottom of the LED array, there is a small
stepper motor. This motor can change the angle of the
whole lighting head from the horizontal plane and thus
simulate the sun position and light direction (see
Figure 6).

Fig. 4 LED spectra for chosen LED products (according to
actual data sheets, september 2014, [13])
As for the point of wavelength obtainability, a short
recherche was done (Figure 4). The LED products are
very different in their spectral wide, especially in shortwavelength part of spectrum and for wavelengths about
550 nm. But for wavelengths about 450 nm, narrow
spectral characteristics is a must for adequate solar
spectrum approximation. Next problem: there is a lack
of LEDs for long wavelengths above 650 nm. Most
producers end their product list with wavelengths about
650 nm because LEDs with longer wavelengths are
not well visible.
Therefore, for fine solar spectrum approximation,
used LEDs have to be chosen carefully. In addition,
short wavelength LEDs are usually more expensive.
The home lighting solution using LEDs is definitely
not the cheapest one but offers many advantages
mentioned above.
From the recherche above, a system using 9 different
wavelengths was set in order to follow the solar
spectrum and its daily variation accurately.

Fig 6 Schema of the moving light head
Both LED array and stepper motor are driven by
microcontroller
from
the
main
unit. The
microcontroller is powered on by the common wall
switch and starts the default program. Even for noon
local time (full luminous flux), after powered in, the
light source intensity is increased continuously in order
to let the user adapt the lighting.
In the flash memory of microcontroller, the solar
spectrum is there saved as a step function with
parameters, concerning the daytime and a year season.
User can configure the program by setting another
clock time or regime (blue-rich light spectrum for
active work, blue-free light spectrum for relaxing and
sleeping, brightness adjustment) – for this reason, a
USB port is available together with small configuration
software for PC.
A given program is then evaluated and set into PWM
signals for every LED array pixel. These PWM manage
the whole brightness (for the pixel as a unit) and the
spectrum composition as well (handling each LED
separately).

System layout
Home lighting system is composed of a main unit
and the LED array head. The system is powered on by
casual light switches on the wall in the room. The main
unit includes a radio clock (permanently on) and a
microcontroller, which operates the outputs – LED
array and stepper motor, and communicates with the
user by means of an USB port (see Figure 5).
The LED array is composed of small LED nests
(pixels), including one LED of each wavelength
(totally 9). The total maximal luminous flux of the
whole LED array is dimensioned to be 1000 lm which
indicates for luminous efficacy of average LED ca.
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Conclusion
The natural conditions influence the life quality of
Earth´s inhabitants. Because of changes in life
conditions for human in the last time, new solutions
compensating this changes have to be proposed.
Human beings are preconditioned for given circadian
cycle, connecting the sunlight, hormone production,
mood, health and performance. In order to keep this
cycle working, a new home lighting system was
developed. This lighting system simulates direct
sunlight in its spectrum, dynamics, and direction – as
daily variations.
This lighting system covers only optical spectrum of
sun light, it doesn't contain wavelengths from UV and
IR part of spectrum (in opposite to sun, no heating / no
browning effects of this source), and approximates the
real sunlight dynamic only qualitatively, because of the
high energy demand. But this lighting system
approximate the sunlight direction and daily solar
spectrum variance.
The home lighting system has its own radio clock
setting the default program on the sun position for a
given time. This time can be freely shifted. The light
source approximate the sunlight intensity by maximal
luminous flux of 1000 lm. The solar spectrum is
approximated by 45 light-emmiting diodes of 9
different wavelengths in the optical spectrum, set on a
plate, covered by a thin frozen glass plate. This whole
light source is further moved by a stepper motor in
order to change the light direction. Whole lighting
system is driven by a microcontroller which can be
configured by user per USB port.
Finally, the system can be managed manually by
analog knobs adjusting the light spectrum and its
intensity.
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Abstract
InspectLife is a complex web based information solution for providing telemedicine and surveillance assistance
services. The main challenge of the InspectLife solution is to help people (patients, family members, physicians and
healthcare professionals) to manage chronic diseases (diabetes mellitus, hypertension, cardiovascular diseases, obesity
etc.) in better way and to increase independence, self-sufficiency and quality of life of chronic patients in their home
(natural) environment. For this purpose Mediinspect (SME technological company) in a close cooperation with clinical
experts analysed, designed and implemented InspectLife solution. During the year 2014 InspectLife telemedicine
services were tested within pilot projects in a real conditions with real testers (patients and physicians) with the main
aims: 1) to verify data transmission from several peripheral telemedicine measuring devices through Bluetooth into
smartphone with special mobile application and further via Internet into database and user interface, 2) to evaluate
usability of user interface, 3) to gather relevant feedback for further improvement of InspectLife solution so that it can
be clinically and commercially widely applicable. In this paper we are presenting practical experiences from pilot
projects.

Keywords
telemedicine, chronic disease, diabetes mellitus

Introduction

InspectLife complex solution

Chronic diseases pose a serious problem, not only
medical but also social and economical. The number of
chronic patients is continuously increasing, the
treatment is more expensive and the life expectancy is
increasing. The possible solution how to solve this
unfavourable situation is to improve providing social
and health care in home (natural) environment.
Utilization of up-to-date and widely available
measuring, information and communication devices
and solutions can make providing care more effective
and therefore can save time and expenses to care
providers and therefore to the whole society.

InspectLife is a complex web based information
solution for providing telemedicine and surveillance
assistance services. It consists of several services (see
Fig.1). Measured data are being transmitted from
peripheral measuring devices (glucose meter Fora
Diamond Mini Bluetooth, blood pressure monitor Fora
P30, ECG monitor Aerotel HeartView, weight scale
Fora W310) via Bluetooth into smartphone with special
mobile application and further via Internet into
InspectLife database and user interface. Data and
functions of InspectLife solution are accessible for
authorized users based on their user roles via Internet
with the help of standard web browsers.
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•

The pilot project contribute to more frequent
indication of continuous glucose monitoring (CGM)
which serve as very good instrument for selfeducation of labile patient.

Fig. 2: InspectLife service “Telemonitoring of
glycemia” - schema of measured data trensmission.

Fig. 1: Main services of complex web based
telemedicine solution InspectLife.
InspectLife “Telemonitoring of glycemia”
InspectLife
„Telemonitoring
of
glycemia“
telemedicine service is designed for patients with
diabetes mellitus type I (especially extreme labile
patients, patients during pregnancy, patients before or
after operation and young patients). Monitored patients
and their physicians are able to remotely evaluate the
course of treatment on the background of exact and
complete measured data of glycemia, which are
displayed in InspectLife solution user interface in the
form of table, several types of graphs and statistical
overview.
In 2014 pilot project was organized to verify data
transmission, to evaluate user interface usability and to
gather relevant feedback from real users (patients and
physicians). 15 diabetic patients with diabetes mellitus
type I and 3 diabetologists participate in the pilot
project with duration of 6 months.
The results from pilot projects are the following:
• The service could work well only in case the patient
will be motivated to improve its diabetes mellitus
compensation and actively cooperate with
physician.
• Despite the measured data transfer from glucose
meter through the mobile phone (with mobile
application) into InspectLife database was designed
and implemented as simple as possible, in several
cases it was still too difficult. The optimal solution
could be glucose meter with integrated SIM card to
avoid mobile phone as communication tool at all.
• For the experienced user the measured data transfer
worked well without technical problems.

Fig. 3: InspectLife service “Telemonitoring of
glycemia” - glycemia detailed graph.

Fig. 4: InspectLife service “Telemonitoring of
glycemia” - glycemia overview graph.

21

InspectLife “Telemonitoring of blood pressure”

InspectLife “Telemonitoring of ECG”

InspectLife „Telemonitoring of blood pressure“
telemedicine service is designed for patients with
chronic problems with blood pressure (especially for
patients with suspicion to „white coat syndrome“,
masked hypertension or patients with large variance of
blood pressure values in physician´s office).
In 2014 pilot project was organized to verify data
transmission, to evaluate user interface usability and to
gather relevant feedback from real users (patients and
physicians). 10 patients with hypertension and 1
cardiologist participate in the pilot project with
duration of 3 months.
The preliminary results from pilot projects are the
following:
• There were no false measurement as the blood
pressure measuring was relatively simple.
• It was important to emphasize the measuring
schedule to the patients (to measure in the morning
and in the evening in the period 1-2 weeks).
• InspectLife web application user interface will be
improved with the statistics of all measurements.

InspectLife „Telemonitoring of ECG“ telemedicine
service is designed for patients with chronic
cardiovascular problems (especially for patients with
suspicion to „white coat syndrome“, masked
hypertension or patients with large variance of blood
pressure values in physician´s office).
In 2014 pilot project was organized to verify data
transmission, to evaluate user interface usability and to
gather relevant feedback from real users (patients and
physicians). 10 patients with hypertension and 1
cardiologist participate in the pilot project with
duration of 3 months.
The results from pilot projects are the following:
•
Some patients measured only noise until they
were educated well how to attach the electrodes on
the chest.
•
For elderly patients it was very challenging to
manipulate with small reset button of measiring
device.
•
Detection of pulse and regular/irregular
cardiac activity (working well only for standard
ECG curve without noise) was useful for
cardiologist.
•
Measuring function (for measurement of
distance in X direction – time in seconds and in Y
direction – amplitude in mV in ECG graph) was
implemented during pilot project.
•
The possibility of inserting comments
structured attributes to individual measurements
will be implemented.

Fig. 5: InspectLife service “Telemonitoring of blood
pressure” - schema of measured data trensmission.

Fig. 7: InspectLife service “Telemonitoring of ECG” schema of measured data trensmission.

Fig. 6: InspectLife service “Telemonitoring of blood
pressure” - detailed graphs.
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Fig. 8: InspectLife service “Telemonitoring of ECG” detailed graphs.

Conclusion
InspectLife complex telemedicine solution has been
analysed, designed, developed and tested in pilot
projects with real users (patients and physicians).
Measured data transfer from peripheral devices into
InspectLife telemedicine solution worked well (without
any substantial difficulties) for motivated and
experienced users.
InspectLife user interface was usable and
understandable both for physicians and for patients.
We have gathered feedback from users which
functionalities and user interface elements could be
improved or further implemented.
The main goal for the following project stage is to
certificate InspectLife solution as a medical device.
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Abstract
After a brief introduction to principles of Cortical Learning Algorithm (CLA) and Hierarchical Temporal Memory
(HTM) which frame the theory for NuPIC – a human neocortex-inspired neural network implementation, we focus on
practical use-cases in context of Smart Homes: 1) processing bio-signals (ECG classification, prediction, anomaly
detection) for the purpose of mobile assisted technologies. 2) prediction of sensory and location data in smart homes.
Preliminary results, realized and in-progress projects are presented in this study as well as obstacles and some
comparison to other solution for these ML tasks.

Keywords
anomaly detection in ECG/position, cortical learning, bio-sensors, monitoring, HTM/CLA, NuPIC

B r i e f T h e o r y o f C o r ti c a l L e a r n i n g
and
H i e ra r c h i c a l
Te m p o ra l
Memory

& dendrites, which are organized into columns, layers
and regions at a higher level.

Hierarchical temporal memory (HTM)
HTM is a machine learning technique inspired
closely by the structural and algorithmic properties of
the mammalian neocortex. The observation is that most
of the high level cognitive tasks – vision, movements,
planning or language are performed by the neocortex
and on the contrary to their wide functionality, all the
neocortex exhibits a remarkably uniform neural
structure [1] - organization into columns & layers, as
shown in Fig 1.
HTM is a memory based learning system which
performs unsupervised online-learning and continuous
predictions where the role of time is implicit
(expressed by sequential order).

Fig. 1: Cell-type-specific 3D reconstruction of five
neighboring barrel columns in rat vibrissal cortex
(credit: Marcel Oberlaender et al.)

The structure of HTM memory system models:
neurons (called cells in HTM/CLA context), synapses

The following list is a short summary of core HTM
memory features:
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 Hierarchy
Is the organizational arrangement of regions (higher
level units, “small networks”), performs abstraction
(similar to hidden layers in deeplearning) as well as
combination of different senses (like small neural
networks [2])
 Sparse Distributed Representations (SDRs)
A neural representation (embedding) is the state of
(output) layer after being presented with (a sequence
of) patterns.
“Sparse” means each pattern is represented only by a
very small percentage of active columns (~2%
typically [3]).
“Distributed” is that a single column is used to
participate in different patterns, and that a distribution
of a pattern is locally distributed (not a single cluster).
“Decomposable” SDRs are (context aware) semantic
embeddings. For example, Fig. 2 shows semantic
similarity of SDRs comparing “apples and oranges”.

input space in the most effective way; cells – learn to
represent (different) context for the same concept; and
columns – groupings of cells with same feed-forward
input, with inhibition – columns form the output SDR.

Fig. 3: At any point in time, some cells in an HTM
region will be active due to feed-forward input (shown
in light gray). Other cells that receive lateral input
from active cells will be in a predictive state (shown in
dark gray). (credit: CLA Whitepaper, [5])
A CLA region finds common patterns in the input,
then puts them in context with the historical
observations and finally makes predictions about the
next step.
For a nice and easy explanation of the principles
behind HTM/CLA see “On Intelligence” [4], or “the
CLA Whitepaper” for a more detailed description [5].


Fig. 2: A representation and semantic similarity of
words “Apples” and “Oranges” produced by
cortical.io in a form of SDR that can be used in
HTM/CLA.
 Role of time

P ro c e s s i n g
HTM/CLA

bio-signals

with

Thanks to its biological motivation when processing
bio signals HTM seems to be a good choice as it is
responsible for processing them in our brains, which
we are trying to mimic with this theory.

There are two ways how the notion of time is
implemented in HTM, the implicit time which assumes
patterns from our sensory system enter the memory at
the same intervals (eg. from eyes), where the distance
(in time) between two events is expressed by the
number of samples separating them.
In some use-cases it is common to model time as a
new (artificial) variable field, rather than expressing it
by number of samples. Experiment to compare these
two approaches is being worked on.

HTM has been experimentally applied to domains of
vision (image recognition [6], object detection in
videos [7]), hearing (song composer) [8], natural
language processing [9], planning or motion control
[10].

Time itself is crutial to the theory and how we
perceive through our senses – most (with vision being a
partial exception) of our senses require creating a
conceptual model based on time-series of sensory
inputs (like word “hello“ is formed from phonemes he-ll-ou).

Task 1: Classification of ECG
A task in collaboration with J.Vitku (CTU) and
E.Volna (UO, Ostrava), our goal was to classify given
ECG samples [11] (1 electrode, each sample 100
measurements, 70 patients – 50 training, 20 evaluation)
into “healthy” and “sick” categories and highlight the
discriminating subsequences in the signal.

Cortical learning algorithms

Methodology

Cortical learning algorithm (CLA) is the learning
method in HTMs, similar to Hebbian learning rule –
applied at several levels: synapses – tend to map the
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For CLA, no preprocessing or complex parameter
optimization was required, I've designed a simple CLA
region that was set to perform 1-step ahead prediction.

features that are still “normal”, but are known to cause
an anomaly N steps later. We would like to achieve this
for variable N which suggests CLA is a good choice
with its variable length contextual memory.

Because CLA is online-learning algorithm, and we
lacked “big data“, 2 separate models were trained, each
on different class of training data only. And
classification was done by running the test sequence
through both models and choosing the best estimator.
(1)

The idea is to use 2 models with different dynamics
(one more stable, serving as an etalon) and use them to
predict the same values from which we can compute
anomalies “in future”.
During this task, I have implemented new methods
for computing anomaly [12] which we are testing
currently. Selecting correct parameters proved to be
challenging – to achieve balance on the details the
model captures vs. certain simplicity of the results.
Another observed issue was computation speed per
sample, which kept slightly increasing up to approx. 10
samples/s on my machine. This fact is known, can be
mitigated by some parameter options (experiments and
optimization metric that takes time into account
underway) as well as with speed optimizations which
are being worked on (reimplementation in C++) we are
also considering rewrite to GPGPU (in python).

Another approaches which I'm about to try are
creating a region performing anomaly detection,
training it only on “healthy” training data, then
disabling learning and exposing it to the training
“unhealthy” dataset to estimate a threshold on overall
anomaly score over the whole sequence. In this case,
classification means computing anomaly score for the
test sample and assigning class according to the
threshold.
Third option would be to run a sort of a supervised
online learning, where an artificial label is assigned to
each measurement from the training samples ({ECG
value at time T, class of this sample})

S e n s o r y d at a f ro m S m a r t H o m e s

Results

In the following section, we would like to highlight
some advantages to using CLA for processing sensory
data from smart homes, and offer examples of several
existing projects or new ideas that could be
implemented.

In our experiments, CLA model described in (1)
slightly outperformed the multi-layer NN. The biggest
advantage we attribute to the fact that no preprocessing
and fewer training time were needed.
As the other subtask for CLA, we used it to
automatically select discriminative subsections of the
sequence (a technique used to speed-up the NN method
and where the interesting data were pre-selected by a
human supervisor, the CLA could replace this
supervision).

Motivation for Smart Homes and Internet of Things
We believe the concept of smart homes is coming
from future to the reality – with the miniaturization of
various electronic gadgets, wearable electronic,
omnipresent wifi signal and connections to social
media – there already are, and the number will be
growing, devices that are more or less stand alone
helpers in our lives, and these generate lots of
(meta)data. Privacy considerations aside, these data can
be very useful for modeling our everyday lives or
functions of your environment. And in majority of the
cases the produced data is streaming data from
(multiple) sensors where we are interested in
predictions and/or detecting anomalies.

Task 2: Anomaly detection and predictions
Given real-life ECG signal measurements (16
electrodes, 30Hz sampling, approx. 1 hour of data) our
aim is to detect (and potentially predict) anomalies.
Methodology for anomaly detection is creating a
simple “anomaly detection” model and performing
parameter optimization (called “swarming” in NuPIC).
We are trying models with separate electrodes and with
combining all electrodes as multiple inputs. As for
online-learning, the training/evaluation process is done
in one go through the date, where a selected part at the
beginning is considered burn-in (training time).

Ideas & Applications
From our experiments, biological signals in
combination with wearable electronics could be a very
interesting area for predictions/anomaly detection. We
have experience with processing ECG signal, next step
would be adding other sources (eg. oxidation levels,
body temperature, EEG signal). My current work in
progress is a novel “electronic baby-sitter” – a pulse
anomaly detector in combination with an open-source

Anomaly prediction will be more complicated, as
from the essence “anomalies” are impossible to predict
(at least not within the same model). What we hope can
be done is learning “emerging symptoms” - a set of
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webcam pulse detection library – exampe how it works
show in Fig. 4.

Development
for
Innovations,
CZ.1.05/3.2.00/08.0144.
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no.

Re fe r e n c e s
[1] Rockel, A. J., Robert W. Hiorns, and Thomas PS Powell. "The
basic uniformity in structure of the neocortex." Brain 103, no. 2
(1980): 221-244.
[2] Sporns, Olaf, Christopher J. Honey, and Rolf Kötter.
"Identification and classification of hubs in brain
networks." PloS one 2, no. 10 (2007): e1049.
[3] Quiroga, R. Quian, Gabriel Kreiman, Christof Koch, and Itzhak
Fried. "Sparse but not ‘grandmother-cell’coding in the medial
temporal lobe." Trends in cognitive sciences 12, no. 3 (2008):
87-91.

Fig. 4: Pulse detection from nearly invisible changes to
skin color with camera. (credit: Webcam-pulsedetector [13])

[4] Hawkins, Jeff, and Sandra Blakeslee. “On intelligence.”
Macmillan, (2007).

Typical application would be applying optimization
based on predictions or alarm set by anomaly detector
to various appliances on our homes – eg. Heat
predictions in the building, or server load anomaly
detections [14].

[5] Hawkins, Jeff, Ahmad, Subutai. And Dubinsky, Donna. “
Hierarchical temporal memory including Cortical learning
algorithms”, (2011).
[6] Škoviera R.- “Image Classification Based on Hierarchical
Temporal Memory and Color Features”, Slovak Academy of
Sciences, MEASUREMENT 2013, Smolenice (2013).

A relatively new option is encoding and processing
positional data (GPS location), there is even a rewarded
competition underway for interesting ideas and
applications with this data. A simple but useful
application would be a location sensor placed on your
dustbin “that has to be moved from shelter to the street
every Tuesday to be emptied.“ An interesting project,
with an advantage of having data and alternative
implementations for benchmarking already in place, is
traffic prediction in cities obtained from time-GPS data
from cars.

[8] Jin Pan, Danny Bankman, Stanislav Nikolov, “Song learning”,
https://github.com/snikolov/nupic/tree/master/examples/opf/exp
eriments/multistep/midi (2013)

Conclusion

[11] Volna, E., Vitku, J., Otahal, M., Kotyrba, M., “ECG prediction
based on classification via neural networks”, (due 2015, paper
in progress).

Hierarchical cortical memory, closely derived from
biological inspiration from the mammalian neocortex,
is very well suited for processing various online
streaming data, unsupervised learning, dealing with
noise and unaligned sequential data – typical for many
sensors found in Smart homes and Internet of things.
We have carried out experiments with biological
signals (namely ECG) and presented some ideas for
new applications in context of Smart Homes or
improvements to HTM/CLA algorithm.

[12] Otahal, M., “new anomaly methods”, github, source code PR,
(2014)

[7] Arel, Itamar, Derek C. Rose, and Thomas P. Karnowski. "Deep
machine learning-a new frontier in artificial intelligence
research [research frontier]."Computational Intelligence
Magazine, IEEE 5, no. 4 (2010): 13-18.

[9] NuPIC et al., “NLP articles with HTM/CLA”, community wiki,
https://github.com/numenta/nupic/wiki/NLP-Projects (2014).
[10] Keithcom,
“CLA
controlled
car”,
https://github.com/keithcom/nta_car (2014).

github,

[13] Thearn,
“Webcam
Pulse
detector”,
github,
https://github.com/thearn/webcam-pulse-detector (2014).
[14] Subutai Ahmad, “Anomaly detection using the cortical learning
algorithm”,
Numenta
hackathon
slides,
http://www.slideshare.net/numenta/anomaly-detection-subutaimay-2014-hackathon (2014).

Acknowledgement
Ing.Marek Otáhal
Department of Cybernetics
Faculty of Electrical Engineering
Czech Technical University in Prague
Karlovo nám. 13, 12135 Praha 2, CZ

The work has been supported by research grant No.
SGS14/144/OHK3/2T/13.
Computational resources were provided by the
MetaCentrum under the program LM2010005 and the
CERIT-SC under the program Centre CERIT Scientific
Cloud, part of the Operational Program Research and

E-mail: otahama2@fel.cvut.cz

27

WOW – A 'FRIENDLY GUI' FRAMEWORK FOR
ELDERLY USERS
Miroslav Uller1, Marek Lenart2
1

Katedra kybernetiky FEL ČVUT, Prague, Czech Republic

Faculty of Computer Science, University of Vienna, Vienna, Austria

2

Abstract
We present WOW, a simple GUI platform/framework primarily targeted to elderly users, being developed and used in
Vienna Pilot of the SPES project to run various brain stimulation applications designed to help patients with dementia
or Alzheimer disease in activating/restoring their memory and recall. This work utilizes our previous experience with
similar GUIs in EU projects OLDES and SPES to design a friendly, customizable, easy to install and use GUI platform
which allows to install and run small applications. These apps can range from eScrapBook readers and simple games
to personalized e-Health support apps, with means to monitor and log incoming data and user activity in
order to gain feedback on the user experience with the apps.

Keywords
seniors, user interface, brain stimulation

Background

to provide remote health monitoring and medical data
analysis and telemedicine or social support for groups
of clients in various regions of Central Europe. The
work we describe here is one of our own contributions
to the SPES project.

In past years, many projects were dedicated to find
ways how to utilize the technological progress to
efficiently provide care and help to the elderly and
people vith various disabilities, e.g. EU projects
K4CARE [1] or MAS [2]. These projects strived to
utilize information and communication technologies as
a means to support the elderly, patients in
reconvalescence or disabled clients in their homes. The
focus is on increasing the autonomy and independence
of the clients. One of these projects, OLDES (“Older
people's e-services at home”) [3], offered experimental
low-cost platform which could assist the seniors and
enrich their lives, particularly of those seniors living
alone. The OLDES platform consists of two main
parts. The health monitoring module keeps track of
basic physiological parameters, mainly those related to
some of the most common health issues typical for
advanced age (cardiovascular problems and diabetes).
The social (entertainment) module offers (via a web
portal) a means to access information about important
events, to communicate and participate in online
activities through thematic channels and VOIP
conferences. OLDES was later succeeded by EU
project SPES (“Support Patients through E-service
Solutions”) [4], with a similar goal, to create a platform

Motivation
Designing accessible and friendly user interfaces for
the elderly users and users with disabilities was one of
key points of the OLDES and SPES projects. From the
users' point of view, the OLDES platform consists of a
personal computer (a custom mini-desktop PC or a
netbook) connected to the Internet, with a TV set used
as a display, controllable via simple remote control
instead of keyboard or mouse. In the SPES project, allin-one PCs with a touch screen were used in some
settings. The user interface was used to offer the user
the view of important events, current weather and
important health information. The design of the GUI is
ruled by the specific needs of the target group (seniors,
clients with disabilities), resulting in the need of a
simple and intuitive paged GUI with only a few of
control widgets, optimized for TV screen resolutions.
The GUI should be also easily navigable, configurable
and customizable.
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This work represents our contribution to the Vienna
Pilot of the SPES project, which was directed to
patients vith various stages of dementia and/or
Alzheimer disease. One of the topics handled here –
Brain Stimulation – strived to develop various software
apps to help the target users to reduce fear of
computers and to stimulate their brain to help to
activate, improve and maintain their cognitive
functions. The applications can vary from simple tests
and quizzes to games and e-books.

accommodate various screen sizes, be customizable
and use big fonts and widgets.

An example of the latter approach (e-books) is
eScrapBook [8] (see Fig. 1) which we developed
earlier, a data format and also a small portal/CMS
developed to aid in reminiscence therapy. RT is a
psychotherapeutic technique, in which self-esteem and
personal satisfaction are restored, particularly in older
persons, by encouraging patients to review past
experiences of a pleasant nature; often used in
treatment of Alzheimer's disease when initially longterm memory stores are more intact than short-term
and in other forms of dementia. One of popular
techniques of RT is scrapbooking, i.e. creating of
commemorative albums from bits and pieces of
personal nature (photographs, newspaper clippings).
The eScrapBook allows the content creator to assemble
such digital materials (images, videos, sound clips,
text) into digital books, which can be viewed on screen
and which proved to be useful tool in the work with
patients.

Fig. 2: The home page of the wow application.
The GUI is defined as a set of pages (plugins), which
are built from reusable components (widgets). There
are several basic plugins available: a home page (Fig.
2), YouTube video browser (Fig. 3), page for listening
internet radios and several plugins which enable to
embed miniapplications (called addons) to the WOW
application. As for now, the WOW application
recognizes several types of acceptable addons:
eScrapBooks, raw apps, games and rule-based games.
These types differ mainly in the level of GUI
integration, since the embedding page already has
some GUI controls present – in case of games, the
embedding page contains controls such as
“Start/Restart/Pause/Quit game”, so the embedded
game can take advantage of these controls (Fig. 4). In
case of raw apps, the integration is not implicit and
must be specified manually.
We implemented a small collection of example games,
with various degree of difficulty – from simple
memory games ('remember picture and later pick from
selection', 'pexeso') to more sophisticated puzzles
(Sudoku, Sokoban) and arcade games (Arkanoid,
Tetris).

Fig. 1: Screenshot from an eScrapBook viewed from
the WOW application.

The Framework
In this work, we present our graphics user interface
(GUI) framework designed with respect to the needs of
the elderly users with various stages of dementia,
codenamed WOW (not affiliated or connected with the
game World of Warcraft) [7]. The GUI of the WOW
application should be as simple as possible, with
multiple means of navigation (mouse/touch screen,
keyboard, simple remote control, gamepad). It should

Fig. 3: YouTube video search in wow application.
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The WOW application can be installed under Windows
or Linux and uses web browser (preferably Google
Chrome) to render the user interface. It contains basic
administration functions for the caretakers (in the
testing setting, the app was used in several day care
centers in Vienna and there were typically several users
per installation) such as adding users, managing
content for them, uploading videos, photos, importing
eScrapBooks etc.).

The overall architecture is shown at Fig. 5. The
server part manages the application plugins and addons
and is based on popular Express framework with
Passport middleware for handling user authentication.
The content in the wow application is represented by
nodes of various types – a node can be a piece of text,
video, image or audio clip. The nodes and the
application state are stored in a local TingoDB (a JSON
storage, with API similar to popular MongoDB)
database.
One of main advantages of the described architecture
lies in its extensibility via plugins (individual user
pages or sets of pages) and addons. The addons are
separately bundled small HTML5/CSS/Javascript
applications, which contain basic descriptive metadata
and use some of the addon APIs, with various level of
GUI integration. The addons of type 'game' and 'rule
game' use custom plugin to embed them, with basic
game controls (Fig. 4). The former type represents
games with custom implementation, the only requisite
being that it implements the Game API of WOW
application. The latter ('rule game') represents a
specific class of logical games, described declaratively
by a set of rules stored in JSON configuration files. We
adopted the structure of these rules, together with rule
descriptions of several well known logical games
which we employed for demonstration purposes, from
master thesis by T. Strašrybka [6].

Fig. 4: Example of an addon – the 15 puzzle
The WOW application also allows for logging user
activity data from the app itself and the embedded
addons in order to analyse the data later to gain
feedback on the user experience and to improve the
composition of the content – for instance, in case of
eScrapBooks, their creators could see which
pages/parts of the books are most frequently viewed
(preferred by the user) and which are skipped, thus
they can adjust the content accordingly. In the case of
various quizzes, games and training apps, the logging
of game related data and scores can be useful in
determining how the user gets better and improves
through time.

Under The Hood
The WOW application is composed from two parts: a
locally installed server (which serves GUI pages and
provides admin functions) and a GUI client. The client
utilizes a web browser such as Google Chrome to
display pages. Both parts are implemented in Javascript
(NodeJS for server part). The client uses SVG
(Scalable Vector Graphics) for rendering widgets.

Fig. 5: Architecture of the wow application.

The client and server are bundled together into a
single easy-installable package with no additional
dependencies (with the exception of image
manipulation tool ImageMagick, which is necessary for
some parts of admin CMS for generating image and
video thumbnails, but not mandatory if we only wish to
use the client GUI).

30

Acknowledgement
This project was supported by SPES: Support
Patients through E-service Solutions – the CENTRAL
EUROPE 3CE286P2 programme. This project is
implemented through the CENTRAL EUROPE
Programme co-financed by the ERDF.

References
[1]

K4Care, Knowledge–based homecare e-services for an ageing
Europe. http://www.k4care.net
[2] MAS: Nanoelectronics for Mobile Ambient Assisted Living
Systems. http://www.mas–aal.eu/
[3] OLDES: Older People’s E–Services at home.
http://www.oldes.eu
[4] SPES: Support Patients through E-service Solutions.
http://www.spes–project.eu/
[5] Novák, D., Uller, M., Rousseaux, S., Mráz, M., Smrž, J.,
Štěpánková, O., Haluzík, M., Busuoli, M. (September 2–
6.2009) Diabetes management in OLDES project. 31st Annual
International Conference of the IEEE Engineering in Medicine
and Biology Society (EMBC‘09), Minneapolis, Minnesota,
USA
[6] Strašrybka, T.. Prostředí pro snadné vytváření jednoduchých
(logických) her. Diplomová práce, katedra kybernetiky FEL
ČVUT, květen 2010.
[7] WOW
application
development
page.
http://sdm01.cs.univie.ac.at/
[8] eScrapBook – testing version.
https://nit.felk.cvut.cz/~myrousz/escrapbook-v3

Fig. 6: Using wow application on Lenovo Touch
Screen PC

Conclusion
We presented the WOW framework, a platform for
development of applications with simple GUIs suitable
(mainly, but not exclusively) for seniors with
disabilities. The GUIs based on WOW were used
during the Brain Stimulation pilot of the SPES project
in several day care centers in Vienna and several
clients' homes (Fig. 6). The application was used
mainly for viewing eScrapBooks, keeping basic daily
agenda, listening internet radios, browsing YouTube
videos and playing simple logical games (tic-tac-toe,
memory games, various puzzles). The application was
positively accepted amongst users, from whom we
received valuable feedback on designing GUIs and
applications for the elderly.

Future Work
The development of WOW application is an ongoing
effort. Some parts of it are quite complete and usable,
such as overall architecture, admin GUI and widget
framework. In our current work, we aim to provide
bigger selection of addons (such as various training
games for different types of disabilities, since the
currently provided example games are not so suitable
for people with advanced dementia), to develop online
app store for the addons and also to develop mobile
version of the WOW application by using PhoneGap
(Cordova) framework. Another possible branch of
research, relatively neglected until now, is connected
with the data logging from the addons and with
analyzing of these data with automated data-mining
methods.
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